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Abstract:

MANET is an infrastructure fewer networks
composed of mobile nodes. Link failure due
to node mobility increases the necessity of
multipath routing in MANET. It improves
reliability, robustness and load balancing.
There are numerous routing protocols in
MANET classified under two major
categories, such as Topology based and
Position based, on which DSR comes under
Topology category that is widely considered
as simplest protocol for routing. Multipath
technique is used along with most of the
routing protocols to overcome route failure
drawback of single path. Wireless links in
MANET made security an inevitable process.
Malicious node tends to compromise the
nodes within network to launch attack. This
entity could lead to significant vulnerability.
The focus of this paper is on surveying
various schemes adopted for reducing
vulnerability issues in DSR.

Keywords: MANET, Multipath DSR, Attacks,
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1. Introduction

Ad-hoc networks are new wireless
network that recently used in mobile hosts.
Ad-hoc network is not a new concept it’s
derived from dynamic wireless network. As it
is a self organizing network, does not
encompass any central organizer like base
station or mobile switching centres and its
topology changes dynamically because it
cannot ensure whether the mobile node
continuously stay in one place.

MANET is composed of multi hop
mobile nodes that make use of wireless link to
communicate. There are two types of
MANET namely Open MANET and Close
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MANET. In Open MANET nodes does not
depend upon any infrastructure like Wi-Fi but
moves around randomly within the network
range. Central authority in wired network
rules over network topology. In case of
Wireless network, any node can join or leave
the network at any time. In Recent years,
many researches focus on reducing the
security challenges faced by Mobile Ad-hoc
network. In MANET concentration should be
possessed on issues in different layers such as
Security issue in Application layer, QOS issue
in Transport layer, Routing issue in Network
layer and power control issue in Physical and
link layer. Routing in MANET plays vital role
in the security of entire network. Routing
protocols have to find routes for packet
delivery and make sure the packets are
delivered to the correct destinations. Mobile
nodes communicate via wireless interface
such as air because of which security becomes
a very important issue. Mobiles nodes are
freely accessible and not protected at all so
wireless link can be intercepted or disrupted
by an attacker more easily. MANETs are
highly wulnerable for passive and active
attacks as node mobility makes it hard to
determine which node really left the network,
has been intercepted or blocked due to
malicious activity or just changed the
location. In design of network the main
challenge is on vulnerability. To avoid
vulnerability, there is a need for attention on
security of data transmission and route
discovery. Therefore, many mechanisms and
protocols have to be developed to secure
MANETs. In general, routing security in
wireless MANETSs appears to be a problem
that is hard to solve.

The rest of the paper is discussed as
follows. The next section discusses about
DSR. Section I describes Multipath in DSR.
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Section IV deals with routing problems
associated with MANET. Section V describes
attacks in DSR. Some existing Security based
multipath DSR routing protocols is described
in section VI. Finally, section VII offers
conclusion.

2. Dynamic Source Routing

Dynamic source routing [1] is
designed for the purpose of source routing. It
is a reactive protocol developed by Johnson et
al. in 1996. Main advantage of developing
DSR protocol is to provide simple, flexible
and correct routing. It allows loop-free packet
routing that avoids need of continuous update
in intermediate node routing table. Reactive
protocols find a route to the destination only
when there is a need to transmit data from
source node. Transmission of a significant
amount of control traffic is mandatory when
source node tends to find route to destination.
DSR protocol is composed of two main
mechanisms namely Route Discovery and
Route Maintenance. Source node initiates
Route Discovery, if it does not possess route
to destination in prior. In Discovery
mechanism, source node perform global flood
search in which Route Request (RREQ) is
broadcasted throughout the network. Route
Maintenance mechanism plays vital role in
MANET as there is dynamic change in
network topology. It aids source node with
many alternative routes, in case of sudden
route failure. If path is not available route
discovery mechanism is initiated.

3. Multi path in DSR

In recent scenario wireless network
play major role in communication domain
than wired networks. Single path
transmission is  affected by some
characteristics of MANET such as dynamic
topology, limited battery power and limited
channel bandwidth. Because of these
characteristics, wireless links are unstable,
making communication over ad hoc network
difficult. Mobile nodes in MANET can be
connected in an arbitrary manner, that helps to
establish more than one path between source
and destination which has given rise to multi-

path transmission. Load balancing and route
failure protection can also be provided by
multi-paths. Route failure is protected by
distributing traffic among a set of disjoint
paths. There are two schemes under which
paths can be disjoint (1) link-disjoint and (2)
node-disjoint. Link-disjoint scheme possess
one or more common node but it do not
contain common link. Node-disjoint scheme
do not possess any node or link in common.
This scheme could be embedded into routing
protocols according to the need of application.

Advantages of Multipath Routing (MR) [8]

1. MR contains alternative routes from
source to destination which makes protocol to
be fault tolerant.

2. MR diverts traffic through alternative path
in case of congestion which makes protocol to
be load balancing.

3. If node possessing low-bandwidth needs to
transmit large amount of data then MR splits
data packet into multiple stream through
Bandwidth aggregation.

4. Delay caused by route failure is reduced
in MR.

DSR

| SMR || MSR ” RMPSE ” CMDSR || DMPSR || MEA-DSR |

Fig.1. Multipath protocols based on DSR

4. Routing problems associated with
MANET

MANET is not controlled by central
authority so there is no strict policy for
supporting end-to-end routing. Generally,
nodes communicate using wireless links
which is susceptible to signal interference,
jamming, eavesdropping and distortion. An
intruder can easily eavesdrop to know
sensitive routing information or jam the
signals to prevent propagation of routing
information or worse interrupt messages and
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distort them to manipulate routes. Major
security problems associated with MANET
are Selfish, Malicious Behaviour of nodes and
Information leakage [7]. Selfish node [10,11]
uses network and its service but they do not
co-operate with other nodes. Malicious node
does not follow the exact behaviour that may
redirect the network traffic, modify the
message or not forward the message. Two
malicious nodes could create wormhole attack
[12, 13]. Information Leakage may help
intruders to decide about whether, how and
when to attack. Routing protocols should be
well adopted to handle such problems.
Various routing attacks and countermeasures
in MANET are surveyed in [9].

5. Attacks on DSR

DSR routing protocol do not possess
any security measure in general. So, few
attacks occurred in DSR are Dropping of
packets, black hole attack, wormhole attack,
not sending route error packet, misrouting
packets, reducing TTL value of a packet,
frequent RREQ creation increases bandwidth
consumption etc.

Watchdog

Ex-watchdog
CORE —
2 ACK —

CONFIDANT

OCEAN

Cooperative IDS

Fig.2. Security techniques against selfishness with
DSR

6. Existing Security based multipath
DSR routing protocols

Trust based Security [2]

Trust is divided into two kind’s
namely direct trust and recommendation trust.

In direct trust, node trusts another node
directly using past experience.
Recommendation trust is called referral trust,
here one node can trust another node based on
the trust information gained for some third
entity (node). In [11] trust categories and
trust values are used to find different levels of
trust. The integral trust values in the model
vary from -1 to 4 representing distinct levels
of trust from absolute distrust (-1) to absolute
trust (4). Here each node stores their trust
level which is assigned dynamically to
improve the performance of the routing
protocol. When node joins the network its
trust value is assigned as O and it keeps on
increasing based on the node's behaviour.

Initially message is divided into
different parts, after which each part is
encrypted. This encrypted message is
transmitted in a multiple paths that have been
selected using trust defined strategy.
According to this strategy, node with high
trust level is given more number of encrypted
packets for transmission. Only the destination
could decrypt the packets in correct sequence.
Secure Route is selected from list of routes
based on the trust value of each node involved
in hat route. Higher value of trust compromise
would increase the probability of message to
be broken by a attacker node. So, trust
compromise in this paper is zero. Trust
compromise value in DSR extends up to 14,
which could be easily compromised by an
attacker node. Trust based approach is
implemented and appended with DSR routing
protocol for overcoming three issues such as
message confidentiality, message integrity
and access control.

Resilient security framework [3]

In this paper, resilient security
framework for multipath Ad hoc networks is
designed that provides end-to-end security
between the Source (S) and Destination (D).
Its main goal is to provide security for both
multipath routing and data transmission.
Multi signature scheme along with a self-
certificate technique is used for the provision
of secure multipath routing and Schnorr
signature algorithm along with the IDA
technique is used for the protection of data

IJSER © 2013
http://www.ijser.org


http://www.ijser.org/

International Journal of Scientific & Engineering Research, Volume 4, Issue 5, May-2013 2266

ISSN 2229-5518

integrity during transmission.

When a node joins the network, it

needs to get self-certified key from CA
(certificate authority). Each node in network
contains public key of CA and public
parameters of other nodes.
In discovery phase, self-certified key
technique is used for key management and
multi signature is used for authentication.
RREQ is broadcasted along with self-certified
signature.  Using signature verification
algorithm destination node verifies the
correctness of signature of source node and its
certificate. If match is not found then D does
not respond to RREQ else D generate an
accumulated route along with partial multi-
signature. In Data transmission phase, IDS
divides messages into multiple fragments
after encryption. Each encrypted message is
concatenated with signature and hash
fragment. If m fragments are no received
before time expiry then D sends ACK for
received message fragment else D initiate’s
data recovery. Proposed scheme along with
DSR routing protocol protect against some of
active attacks such as message modification,
fabrication, man-in-middle attack, black hole
attack, invisible-node attack.

Statistical Analysis Approach [4]

In Wormhole Attack [14], attacker fix
a point (node) in the network from which it
forms a tunnel to another node and starts
replay of recorded packets into the network
from that point. In this paper statistical
analysis (SAM) is proposed to detect
wormhole attacks and identify malicious
nodes.SAM detects wormhole attack by
observing dynamic change in statistics of
discovered routes. This statistic value is used
to detect the type of routing attacks. Most of
the route obtained from route discovery
process will contain the link that comes under
wormhole attacker tunnel.

To detect wormhole attack in routes
some statistics examined are relative
frequency of each link in the route, difference
between most frequently used link and second
most frequently used link. Main steps
involved in the proposed scheme for
wormhole attack detection are

1) Routes are obtained from Route discovery
process on which statistical analysis is
performed. If the result detects anomalous
pattern then go to step 2 else choose several
paths to feedback to the source node.

2) Suspicious paths are tested by sending
(test) data packets.

3) Wait for ACK.

3) If ACK is not obtained within TTL of the
packet then attack is confirmed.

4) Report to security authority and notify the
source and the neighbours of the attackers in
order to isolate the attackers from the
network.

Generally statistical analysis is the
tool to detect routing anomaly in the routes
obtained from multipath routing. The
malicious nodes can be identified by the
attack link which has the highest relative
frequency. Some advantage of SAM is it
introduces low overhead and it can work with
dynamic network topology.

Watchdog approach [5]

In this paper Secure Multipath
Routing Algorithm for Mobile Adhoc and
Sensor Networks
iIs proposed which generates set of paths
based on disjointness threshold. This value
depends on sensitiveness of the data to be
transmitted. On-demand property of DSR
allow multipath routing algorithm to
minimize overhead by specifying path-
disjointness threshold. It makes use of six
kind of datagram’s such as RReq , RRep,
Notification, List forwarding, RErr, and
Threshold tuning datagram. RReq and RRep
works in as usual where as Notification is
used to trigger intermediate nodes to send
routes it has learned to source node. List
forwarding helps in forwarding routes to
source node from common intermediate
nodes. RErr is send to source when route
failure is detected. Threshold tuning is used to
dynamically vary threshold value.

To protect against several type of
routing attack and wormhole attack watchdog
technique [6] is used which detects whether
neighbour nodes forward datagram as
expected. False routing is protected using
digital signature scheme which authenticates
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nodes and guarantee integrity of information.
Main advantage of Watchdog is that it
improves the capability of the node, by
allowing it to detect attacks using local
information.

Ref Ref Ref Ref
[2] 3] [4] [5]
Base DSR | DSR DSR DSR
protocol
Multipath Y Y Y Y
Security Y Y Y Y
Security Trust Resili_ent Statistic_:al
mechanism | based security analysis | Watchdog
framework | approach

Table 1: Different security techniques used in
multipath DSR

7. Conclusion

This paper reviewed various security
schemes that are used along with multipath
DSR routing protocol. Trust based security,
Statistical Analysis  Approach, Resilient
security framework, watchdog approach are
security schemes whose objective is to
provide trustworthy routing, detecting (or)
eliminating misbehaving and selfish nodes.
Thus it is concluded that Multipath DSR
contains security mechanism, to ensure the
quality of performance still more validations
and techniques are required. Watchdog
mechanism was recently reviewed and
updated by Bayrem Triki et.al [5], to be
address for future work.
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